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(57) An invention is disclosed for recovering data in 
computer environment. Initially a record of historic 
slates of a disk is created, wherein the disk includes var- 
ious disk locations, such as a disk location X, a disk lo- 
cation Y, and a disk location Z. in response to a request 
to overwrite original data at the disk location X with new 
dala, the new data is stored at the disk location Y. Then, 
an indication is established in the record of historic 



states that indicates the roles of disk location X and Y. 
These roles could establish the role of disk location X 
as including historic data, and the role of location Y as 
including new data for location X. In addition, the method 
includes intercepting a command to release data at the 
disk location Z, and establishing an indication in the 
record of historic states indicating the disk location Z 
stores historic data- 
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Description 

BACKGROUND OF THE INVENTION 

5 1. Field of the Invention 

[0001] The present invention relates generally to the storage of digital data, and more particularly to method and 
apparatus for tracking changes made by an operating system (OS) for the files under its management within the context 
of a change tracking system that supports the backup and recovery of data stored by a digital computer 

10 

. 2. Description of the Related Art 

[0002] Applications executing on computers typically operate under an operating system (OS) that has the respon- 
sibility, among other things, to save and recall information from a hard disk. The information is typically organized in 
is files. The OS maintains a method of mapping between a file and the associated locations on a hard disk at which the 
file's information is kept. 

[0003] Currently computers are generally operated in a manner where information (data) is read and written to a disk 
for permanent storage. Periodically a backup (copy) is typically made of the disk to address two types of problems: 
First, the disk itself physically fails making the information it had contained inaccessible. Second, if the information on 
20 disk changes and it is determined the original state was desired, a user uses the backup to recover this original state. 
Backups can be made to the same disk or to an alternate media (disk, tape drive, etc.). 

[0004] Tape backup traditionally involves duplicating a disk's contents, either organized as files or a disk sector 
image, onto a magnetic tape. Such a tape is typically removable and therefore can be stored off-site to provide recovery 
due to a disk drive malfunction or even to an entire site (including the disk drive) being destroyed, for example, in a fire. 

25 [0005] When information is copied from a disk to tape in the form of a sector level disk image (i.e., the information 
is organized on the tape in the same manner as on the disk), a restoration works most efficiently to an identical disk 
drive. The reason" for such an organization is speed. Reading the disk sequentially from start to end is much faster 
than jumping around un the disk reading each file one at a time. This is because often a file is not stored continuously 
in one area of the disk, but may be spread out and intermixed with other files across the entire disk. When information 

30 is copied one file at a time to a tape it is possible to efficiently restore one or more files to a disk that may be both 
different and already containing data. 

[0006] Tape backup focuses on backing up an entire disk or specific files at a given moment in time. Typically the 
process will take a long time and is thus done infrequently, such as during the evening. Incremental backups involve 
only saving data that has changed since the last backup, thus reducing the amount of tape and backup time required. 
35 However, a full system recovery requires that the initial full system backup and all subsequent incremental backups 
be read and combined in order to restore to the time of the last incremental backup. One key shortcoming of tape 
backup is that if a recent backup is not performed the information and work generated after the last backup may be lost. 
[0007] Write-once optical disk backup as performed by a WORM drive has many of the same qualities as tape backup. 
However, because of the technology involved, it is not possible to overwrite data. Therefore it provides some measure 
of a legal "accounting" system for unalterable backups. WORM drives cannot provide continuous backup of changing 
disk information because eventually they will fill. 

[0008] A RAID system is a collection of drives which collectively act as a single storage system, which can tolerate 
the failure of a drive without losing data, and which can operate independently of each other. The two key techniques 
involved in RAID are striping and mirroring. Striping has data split across drives, resulting in higher data throughput. 
45 Mirroring provides redundancy by duplicating all data from one drive on another drive. Generally, data is not lost if only 
one drive fails, since the other has another copy. 

[0009] RAID systems are concerned with speed and data redundancy as a form of backup against physical drive 
failures. However, RAID systems do not address reverting hack in lime to retrieve information that has since changed. 
[0010] The Tilios Operating System was developed several years ago, and provided for securing a disk's state and 

so then allowing the user to continue on and modify it. The operating system maintained both the secured and current 
states. Logging of keystrokes was performed so that in the event of a crash, where the current state is lost or becomes 
invalid, the disk could easily revert to its secured state and the log replayed. This would recover all disk information 
up to the time of the crash by, for example, simulating a user editing a file. The secured disk image was always available 
along with the current so that information could be copied forward in time-i.e., information saved at the time of the 

55 securing backup could be copied to the current state. 

[001 1] The Tilios Operating System could perform a more rapid backup because all the work was performed on the 
disk (e.g., there was no transfer to tape) and techniques were used to take advantage of the incremental nature of 
change (i.e., the current and secured states typically only had minor differences). Nonetheless, the user was still faced 
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with selecting specific times at which to secure (backup) and the replay method for keystrokes was not entirely reliable 
for recreating states subsequent to the backup. For example, the keystrokes may have been commands copying data 
from a floppy disk or the Internet, both of whose interactions are beyond the scope of the CPU and disk to recreate. 
[0012] Simply creating a backup a file by making a copy of a file under a new name, typically changing only a file's 

5 extension (e.g., "abc.doc" is copied to "abc.bak") has been a long standing practice. In the event the main file (abc. 
doc) is corrupted or lost, one can restore from the backup (abc.bak). This process is much the same as doing a selective 
tape backup and carries the issues of managing the backups (when to make, when to discard, etc.). 
[0013] In summary, a RAID system only deals with backup in the context of physical drive failures. Tape, WORM, 
Tiiios, and file copies also address backup in the context of recovering changed (lost) information. 

w [0014] The traditional backup process involves stopping at a specific time and making a duplicate copy of the disk's 
information. This involves looking at the entire disk and making a copy such that the entire disk can he recreated or 
specific information recalled. This process typically involves writing to a tape. Alternatively, a user may backup a specific 
set of files by creating duplicates that represent frozen copies from a specific time. It is assumed the originals will go 
on to be altered. This process typically involves creating a backup file on the same disk drive with the original. Note 

15 that a "disk" may actually be one or more disk drives or devices acting in the manner of a disk drive. 

[0015] In both of these cases the user must make a conscious decision to make a backup. In the second case a 
specific application, like a text editor, may keep the last few versions of a file (information). However, this can lead to 
wasted disk space as ultimately everything is duplicated long after files have stabilized. In other words, while working 
on a document a user may likely want to revert to a prior version, but once finished and years later, it is very unlikely 

20 the user would care to re-visit the last state before final 

[001 6] Another situation where information recovery is very important is when the directory system for u disk, which 
identifies what and where files are located on disk, gets corrupted. This occurs, for example, due to a system crash 
during the directory's update or due to a bug in the operating system or other utility. In either case, losing the directory 
of a disk's contents results in losing the referenced files, even though they still exist on the disk. In this case the 

25 information the user wants to restore is the disk's directory. 

[0017] A final example of why a user would want to revert to a backup is when the operating system gets corrupted 
" due, for example, to installing new software or device drivers that don't work. 

[001 8] There are many reasons a user might want to go hack in time in the context of information being manipulated 
on a computer's disk. Traditional backups offer recovery to the time of the backup. However, these system-wide backups 

30 are limited in frequency due to the amount of time required to scan the disk and duplicate its contents. In other words, 
it is not feasible to backup an entire disk every few minutes as this would require significant pauses in operation and 
an enormous amount of storage. Keeping historical copies of files as they progress in time has the drawback of even- 
tually forcing the user to manage the archives and purge copies in order to avoid overflowing the disk. 
[0019] The use of the technique of renaming a file in order to re-associate a file's data with another file is well-known 

35 to avoid the overhead of copying the data and deleting the old file. The act of renaming a file under an OS generally 
involves a re-association of a set of allocations from one file to another in the OS's file system. In a broad way, a file 
represents a collection of disk allocations and it is through the manipulation of these allocations in and between different 
files that storage is managed. For example, the free storage on a PC can be thought of itself as a file. When you create 
a file, storage is taken from the "free" file and re-associated with another file. The technique of deleting a file is by 

40 definition the method used under an OS to signal that the storage used to hold a file's data can now be returned to the 
general pool from which the OS allocates storage for newly created files. These concepts arc well known those skilled 
in the art of OS design. 

[0020] Another problem inherent in the prior art data backup applications is the need to control the order in which 
data is written to a disk. For example, when making a transition from one stable state to another, transitional data is 

45 written (flushed) out to the disk and then internal backup data needed by the data backup application the is updated. 
However, modem disk drives, in an attempt to improve their performance, currently include write caches. These write 
caches buffer up writes and commit the data to the disk media in a different order than written. This process speeds 
up the overall write process by allowing, for example, the disk controller to actually write data in an order that reduces 
the movement of the disk head. However, the internal backup data may be updated on disk before data that is assumed 

50 already present on disk (it is still waiting to be written). In the event of a power failure, the safe transitioning from one 
stable state to another is rendered useless. 

[0021] There are commands that can be sent to disk drives to disable such write cache optimization. However, these 
also disable other useful optimization and thus there is a serious performance degradation. Some disks support the 
use of a flush command to specifically flush out the write cache, but these commands are not easily available. In other 
55 words, on a computer of today, there are standard means in the BIOS to reading and writing from a disk, but there is 
no standard means to flush the write cache. Thus, regardless of whether a computer's disk drive supports a flush 
command, since the data backup application uses the standard interfaces of the BIOS, there is no way for the data 
backup application to easily initiate flush. It would have to communicate directly to the disk and thus have specific 



3 



EP 1 091 299 A2 



hardware knowledge, which from the point of view of a general program that is expected to run on any computer is not 
possible. The computer manufacturer generally has married a specific type of hard disk with a BIOS that knows how 
to control this type of disk. All software that follows generally relies on the interfaces provided by the BIOS to talk to 
the disk— be it SCSI, IDE, or other— and the interface today does not include a flush command. 
[0022] Therefore, without attempting to build in specialized disk (hardware) knowledge into the engine, an improved 
backup method would facilitate the presence of a write cache without requiring a method of flushing it. This implies the 
method must take into account that data written to a disk controller may he actually committed to the disk media in a 
different order, and notwithstanding, the method should maintain data integrity on the disk to allowing for crash recovery. 
[0023] In view of the forgoing, there is a need for improved methods of recovering data. The methods should allow 
reconstruction of prior states of a computer disk in a safe and chronologically controlled manner. 

SUMMARY OF THE INVENTION 

[0024] Broadly speaking, the present invention fills these needs by providing a method for reconstructing a prior 
state of a computer disk using both the current status of the disk and historical data. The present invention combines 
sector level backups with file level backups to increase both efficiency and reliability. 

[0025] In one embodiment a method for recovering data is disclosed. Initially a record of historic states of a disk is 
created, wherein the disk includes various disk locutions, such as a disk location X, a disk location Y, and a disk location 
Z. In response to a request to overwrite original data at the disk location X with new data, the new data is stored at the 
disk location Y. Then, an indication is established in the record of historic states that indicates the roles of disk location 
X and Y. These roles could establish the role of disk location X as including historic data, and the role of location Y as 
including new data for location X. In addition, the method includes intercepting a command to release data at the disk 
location Z, and establishing an indication in the record of historic stales indicating that disk location Z includes historic 
data. 

[0026] In another embodiment, a computer program for restoring a prior state of a computer disk is disclosed. The 
computer program includes a code segment capable of intercepting file management commands from an operating 
system, and a map that indicates a status of disk locations. Further, the computer program includes a-history table that 
maps historical data to a main area. The history table also indicates disk locations that have been released by the 
operating system. Each of the entries in the history table can be accessed in chronological order. The computer program 
further includes a code segment that records indications of disk changes in the history table in substantially chrono- 
logical order. 

[0027] In yet a further embodiment, a method is disclosed for restoring a prior state of a computer readable media. 
Initially, a data structure having entries for historic changes to the computer readable media is established. The data 
structure includes a write entry relating to an overwrite of original data at a first data location X with new data, and a 
release entry that relates to a release of a data location Z by an operating system. Then, a most recent entry in the 
data structure is examined in response to a request to reconstruct the computer readable media. In response to ex- 
amining the write entry, the new data at first data location X is replaced with the original data. Further, in response to 
examining the release entry, the operating system is allowed to access the released data location Z. The most recent 
entry in the data structure is then discarded, and the method is repeated until the prior state of the computer readable 
media is restored. 

[0028] It will become apparent to those skilled in the art that the present invention advantageously allows recon- 
struction of prior states of a computer disk in a manner that is safe and chronologically controlled. Other aspects and 
advantages of the invention will become apparent from the following detailed description, taken in conjunction with the 
accompanying drawings, illustrating by way of example the principles of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0029] The invention, together with further advantages thereof, may best be understood by reference to the following 
description taken in conjunction with the accompanying drawings in which: 

Figure 1 is block diagram showing an exemplary initial system state, in accordance with an embodiment of the 
present invention; 

Figure 2 is block diagram showing an exemplary system wherein the operating system (OS) writes to location #1 , 
in accordance with an embodiment of the present invention; 

Figure 3 is block diagram showing an exemplary system wherein the OS releases location #2, and writes directly 
to location #6, in accordance with an embodiment of the present invention; 
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Figure 4 is block diagram showing an exemplary system wherein the OS writes to locations #1 and #3, releases 
locations #4 and #5, and writes directly to locations #7 and #8, in accordance with an embodiment of the present 
invention; 

5 Figure 5 is block diagram showing an exemplary system wherein trimming has been performed to reclaim disk 

locations, in accordance with an embodiment of the present invention; 

Figure 6 is block diagram showing an exemplary system wherein the OS has reclaimed location #2, in accordance 
with an embodiment of the present invention; 

10 

Figure 7 is block diagram showing an exemplary system wherein the OS overwrites locations #2, #7, and #8, and 
directly writes location #9, in accordance with an embodiment of the present invention; 

Figure 8 is block diagram showing an exemplary system wherein the engine has had time to swap all the diverted 
*5 data, in accordance with an embodiment of the present invention; 

Figure 9 is a block diagram illustrating a reconstruction the computer disk, in accordance with an embodiment of 
the present invention; 

20 Figure 10 is a block diagram showing the initial state from Figure 1, in accordance with an embodiment of the 

present invention; 

Figure 1 1 is a block diagram showing the result of reconstructing the computer disk, in accordance with one em- 
bodiment of the present invention; 

25 

Figure 12 is block diagram showing an exemplary initial system state, in accordance with an embodiment of the 
present invention; 

Figure 13 is block diagram showing an exemplary system wherein the operating system (OS) writes to location 
30 #1 , in accordance with an embodiment of the present invention; 

Figure 14 is block diagram showing an exemplary system wherein the OS releases location #2, in accordance 
with an embodiment of the present invention; 

35 Figure 1 5 is block diagram showing an exemplary system wherein the OS writes directly to location #6, in accord- 

ance with an embodiment of the present invention; 

Figure 16 is block diagram showing an exemplary system wherein the OS writes lo locations #1 and #3, in accord- 
ance with an embodiment of the present invention; 

Figure 17 is block diagram showing an exemplary system wherein the OS releases locations #4 and #5, in ac- 
cordance with an embodiment of the present invention; 

Figure 18 is block diagram showing an exemplary system wherein the OS writes directly to locations #7 and #8, 
45 in accordance with an embodiment of the present invention; 

Figure 1 9 is block diagram showing an exemplary system wherein the OS has reclaimed location #2, in accordance 
with an embodiment of the present invention; 

so Figure 20 is block diagram showing an exemplary system wherein the OS overwrites location #2, in accordance 

with an embodiment of the present invention; 

Figure 21 is block diagram showing an exemplary system wherein the OS writes to locations #7 f and #8, in ac- 
cordance with an embodiment of the present invention; 

55 

Figure 22 is block diagram showing an exemplary system wherein the OS directly writes to location #9, in accord- 
ance with an embodiment of the present invention; 
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Figure 23 is block diagram showing an exemplary system wherein the engine reverts to a state prior to the OS 
direct write to location #9, in accordance with an embodiment of the present invention; 

Figure 24 is block diagram showing an exemplary system wherein the engine reverts to a state prior to the OS 
write to locations #7, and #8, in accordance with an embodiment of the present invention; 

Figure 25 is block diagram showing an exemplary system wherein the engine reverts to a state prior to the OS 
overwrite of location #2, in accordance with an embodiment of the present invention; 

Figure 26 is block diagram showing an exemplary system wherein the engine reverts to a state prior to the OS 
reclaiming location #2, in accordance with an embodiment of the present invention; 

Figure 27 is block diagram showing an exemplary system wherein the engine reverts to a state prior to the OS 
direct write to locations #7 and #8, in accordance with an embodiment of the present invention; 

Figure 28 is block diagram showing an exemplary system wherein the engine reverts to a state prior to the OS 
release of locations #4 and #5, in accordance with an embodiment of the present invention; 

Figure 29 is block diagram showing an exemplary system wherein the engine reverts to a state prior to the OS 
write to location #3, in accordance with an embodiment of the present invention; 

Figure 30 is block diagram showing an exemplary system wherein the engine reverts to a state prior to the OS 
write to location #1 , in accordance with an embodiment of the present invention; 

Figure 31 is block diagram showing an exemplary system wherein the engine reverts to a state prior to the OS 
direct write to location #6, in accordance with an embodiment of the present invention; 

Figure 32 is block diagram showing an exemplary system wherein the engine reverts to a state prior to the OS 
release of location #2, in accordance with an embodiment of the present invention; and 

Figure 33 is block diagram showing an exemplary system wherein the engine reverts to a state prior to the OS 
write to location #1 , in accordance with an embodiment of the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

[0030] An invention is disclosed for recycling overwritten disk storage in conjunction with an operating system on 
which a history of changes is being tracked. The present invention allows the operating system select actual storage 
locations to write data to, while ensuring that old historic data that is required to recreate a prior state of the disk is 
protected from the operating system. In addition, the present invention supports de-fragmentation processes and safe 
data transition to the actual disk media. 

[0031 J In the following description, numerous specific details are set forth in order to provide a thorough understand- 
ing of the present invention. It will be apparent, however, to one skilled in the art that the present invention may be 
practiced without some or all of these specific details. In other instances, well known process steps have not been 
described in detail in order not to unnecessarily obscure the present invention. 

[0032] To further clarify the following discussion, specific terms will now be described, namely, the current disk image, 
the simulated disk image, the main area, and the extra page area. The current disk image refers to the non-historic 
view of the disk. It consists of the data last written by the user. If no historic logging was in place on a disk, its current 
image is the data the disk now contains. The simulated disk is to the user and OS a completely independent disk. 
However, the engine at a level below the OS creates this disk on the fly from the current image and saved historic data. 
[0033] The actual hard disk is generally divided into two basic areas consisting of main and extra pages. The main 
area holds the pages belonging to the current image. In the extra page area the historic data is kept. The main area 
map re-routes accesses to the current image to possible alternate locations assigned by the engine. Historic page 
descriptors in the history map manage the historic pages. Main and extra pages can temporarily swap roles, either 
within their own ureas, or with pages from the opposite area. Therefore, part of the current image may for a moment 
be mapped to a page belonging to the extra page area, which normally holds historic data. 

[0034] The expression "overwritten data" should also be carefully understood. Overwritten data does not refer to 
data that has been physically overwritten. A file includes data that may be overwritten by an application. However, the 
present invention is concerned with saving the data's original state. This is accomplished by either copying (moving) 
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the data before it is physically overwritten, or re-directing the write and thus avoiding a true overwrite. Thus the ex- 
pression is referring to the file's data that existed prior to the OS overwriting it, and which is now being preserved as 
historic data by the engine. 

[0035] Disk management responsibilities may be segregated out of an operating system into a filing system (e.g., 
5 NTFS in Windows NT). For the purposes of this document, when referring to the OS, the reference includes any other 
sub-systems involved with disk management. 

[0036] The term engine refers to the logic implementing the method currently under discussion. Various methods 
are discussed and each has its own engine. 

[0037] The word "extra" in the term 'extra page area' is conceptually founded in the idea that what is not visible to a 
io user is extra. A disk physically has a given capacity. However, some of this disk is set aside and hidden from the user. 
Thus the user-visible disk size (main area), which is that reported by the OS, is less than its true size. The storage that 
is not visible to the user is "extra," which the engine utilizes. 

[0038] The OS assigns disk locations to various structures under its control (e.g., files). However, because some the 
engines re-map the OS's disk locations to other locations, in order to distinguish between the use of "disk locations" 

15 in the context of the OS and the engine, the OS disk locations are called location keys. 

[0039] The present invention improves three methods of preserving the original states of overwritten data: the Temp, 
Always, and File methods. In the Temp and Always methods the mechanisms (engine) that protect the original state 
of a disk at a given time from the operating system (OS) and applications (e.g., games) arc isolated. Note that the 
protected "state" is that viewed by the OS through the engine, noting the engine may re-map and otherwise manage 

20 the OS's assignments of data to associated disk locations. Such isolation improves reliability because the protection 
mechanisms are not subject to bugs or otherwise undesired disk write behavior in the OS. 

[0040] Isolation of the engine also allows the mechanisms to be migrated into the hardware. As already discussed, 
the migration to hardware can involve incorporating protecting elements (logic) into, for example, the CPU, disk inter- 
face, and/or hard disk controller. 

25 [0041] It is generally desirable to closely coordinate the OS's process of allocating and releasing storage with that 
of the engine to reduce or eliminate redundant or extra steps. Such extra steps (overhead) are introduced because of 
the desire to isolate the engine from thaOS. In other words, the engine assumes a non-trusted relationship with the 
OS— it assumes the OS may act to corrupt any data it can access. The Temp method seeks to maintain the OS's 
organization of data on disk, and so there is relatively little coordination required between the OS and the engine 

30 regarding the assignment of data to actual disk locations. 

[0042] The Always method uses a closer relationship involving providing de-allocation information to the engine. 
With this and other information, an engine implementing the Always method generally avoids having to move data in 
order to preserve or optimize the original contents of a given disk location (file). In other words, when the OS writes 
new data, the location initially assigned on disk is reasonably permanent (as compared to the Temp method). 

35 [0043] The present invention details a variant of the Temp, Always, and File methods whereby the OS plays a greater 
role in selecting the actual storage locations to which data is written. However, at the same time the present invention 
insures that old historic data required to recreate a prior state of the disk is protected from the OS. Thus, part of the 
logic of the engine is handled by more or less standard operations or augmented operations to the operating system. 
The present invention also supports a de-fragmentation process and the safe transition of data to the disk's actual 

*o media. 

[0044] The methods of the present invention are based on an exchange of allocation and de-allocation information 
between the OS and the engine. However, specific methods are detailed in the present invention whereby the OS's 
mechanisms for re-associating storage from one file to another (file renaming) and releasing storage (file deletion) are 
combined with methods to insure that such operations are not harmful to the engine's restorative ability. 
45 [0045] In general, the present invention allows the OS to make what will at least eventually be the final location on 
disk for its data. Thus the file system, at least eventually, will directly map files to disk locations where the engine has 
actually placed the data, thus no re-mapping is necessary. 

[0046] One embodiment of the present invention will be referred to as the ATF method (Always, Temp, and File 
methods combined). The ATF method reduces the amount of data that must be swapped by allowing the OS to pick 
50 final disk locations for much of the new data such that swapping is not required. The method also separates out the 
de-fragmentation process so that the OS or another utility can perform the operation, using the provided interface into 
the engine. 

[0047] The present invention adds an interface between the OS and the engine (ATF method) such that the engine 
is initially informed of the OS disk locations that are unassigned ("truly unused"). The rule is made that by informing 
55 the engine that certain locations are truly unused, the engine can effectively force these locations to zero. Note, how- 
ever, that the engine may in fact store data in these locations but if the OS attempts to read any such location, the 
engine returns zero data. This later step protects the OS from accessing storage that is used for internal purposes by 
the engine, including historic data (thus providing a level of security to that data). 
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[0048] When the OS writes to disk locations that are in use, as according to the Temp method, the engine re-directs 
the writes and then eventually swaps the new and historic data. As the operating system flags storage as truly unused 
(which will be discussed more shortly), the indicated pages may be at least effectively zeroed (for security). If the OS 
writes to locations that have been flagged as truly unused, the data is written directly into place by the engine. Therefore, 
the engine maintains a map indicating the locations that have been flagged by the OS as truly unused. 
[0049] The ATF method then picks up from the File method where the transition of OS disk locations from containing 
active (main area) data to historic (extra page) data is moved into the OS or an extended OS. An extended OS is one 
that combines a standard OS with supplemental code to implement the operations required by the engine, should they 
not already be in the OS. Basically, as storage is released by the operating system, it goes into an "almost unused" 
state. This is different from being "truly unused" in that although the storage is officially released by the operating 
system, it's contents are being kept for possible use in recovering prior states, and moves through an aging process 
from being almost unused to truly unused. In other words, almost unused storage is simply old historic data. Such 
storage is referred to in the context of the engine as historic data (disk locations that have been overwritten by the OS 
and are being preserved by the engine). In the present invention, as the OS is now aware of this storage, it is referred 
to in the context of the OS as almost unused storage. 

[0050] In the normal course of using an OS the disk and files are changed in many ways. Parts of a file can be 
overwritten (e.g., a few bytes in the middle). A new file can be created or a file can be deleted. An existing file's contents 
can be discarded and replaced with new data (a combination of delete and create) or a file can be truncated (all data 
after a certain point in the file is discarded). There are many types of operations that can be supported by the OS. Disk 
data that is outside the context of a user visible file is typically involved in the OS's management of the files. For 
example, tables associating specific disk locations to specific files. Such information, as already mentioned, can at 
least in concept be thought of as special internal OS files. One task of the present invention is to provide the way for 
recreating the contents of the disk (as viewed by the OS) at an earlier time. 

[0051] The ATF method handles the preservation of general changes to the disk using a method similar to the Temp 
method. However, the ATF method also provides for the OS informing it of storage that has been "deleted," or in other 
words, storage who contents are no longer required but should be tracked by the engine for possible use in recovery. 
[0052] There are two operations that can generally be easily intercepted and adjusted to catch at least some of the 
de-allocations: the file delete and file discard and replace contents operations. In both cases, by converting the oper- 
ation into at least in part, for example, a file rename, the released storage is preserved. It is not only saved, but as a 
block of storage, continues to be mapped out of the OS's normal free (available) disk storage tracking, and thus will 
not be re-used. 

[0053] There are many operations such as the modification (overwriting) of the middle of an arbitrary file for which 
the file rename technique (or equivalent) does not handle. Further, there is the modification of the OS's internal data. 
The ATF method provides for coordination with the OS on certain de-allocation operations for the purposes of tracking 
original states, hut then uses the Temp method to handle everything else that is not otherwise covered. The present 
invention details specifics that allow for the reduction of swapping, preserves of the OS role in generally assigning al 
least the eventual disk locations for storage, and provides for the protection of the overall restorative ability through 
isolation (e.g., a firewall). 

[0054] In the ATF method, when the OS releases a block of storage, instead of being returned to the free pool, it is 
labeled, classified as almost unused, and the engine is informed of the release. In practice, this may be done by 
extending a standard OS to rename files when a file's storage is about to be released. The engine is informed of the 
disk allocations associated with the almost unused storage so that the engine may now protect against any further 
alerting of the storage. The protection may takes the form of allowing the almost unused storage to be modified by the 
OS, but the engine will take steps to track the original state of the almost unused storage. In other words, the Temp 
method is being implemented but the engine is also informed of the locations of the almost unused storage (as well 
as how they are labeled by the OS). 

[0055] Advantageously, the operations outlined above result in the OS generally not reusing the almost unused 
storage as, in the OS's view, it has been set aside. This means that if the OS does not overwrite the almost unused 
storage, the Temp method will not have to re-direct and later swap new and prior states. 

[0056] As the almost unused storage is aged along with the general historic data in the engine, it transitions to truly 
unused storage. This is done generally under the engine's control. This process follows the general outline of the 
Always method. In the Always method, blocks of storage went from being part of the main OS image (MAIN block) to 
being historic data (EXTR block) to being available to receive new data (CTMA block), in the ATF method, in addition 
to the general Temp method mechanisms, blocks of storage transition from being associated with files, to being asso- 
ciated with almost unused storage (that is preserving historic data), to being available again to re-use (in the free disk 
pool). In the ATF method the "blocks" arc generally entire files that are released. The Always method included a degree 
of built in de-fragmentation whereas the ATF method relegates de-fragmentation to more of an external process (i.e., 
the ATF method allows the OS or a utility to direct the re-arranging of the disk's storage). 
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[0057] It is an interesting note about "block" size in that under the ATF method, if the blocks of almost unused storage 
are associated with files, the size of the blocks can vary dramatically. In other words, the user may have deleted a 
huge file or a little one. Thus as almost unused storage transitions to being truly unused, the amount of storage returned 
to the OS's free pool may be in large chunks. At first it might seem somehow better to more gradually transition storage 
tracking historic data back into the OS's free pool, therefore seemingly not releasing historic data before it is really 
needed. 

[0058] However, if the blocks do correspond to what were files, from the point of view of restoring data, it makes no 
sense to hold back half a historic file's contents while at the same time allowing the other half to be re-used. Therefore, 
there is no problem in returning large blocks of storage to the OS's free pool, thus giving up their prior role of tracking 
old historic data, as long as the entire block of old historic data is required in order to he useful. This same general 
observation was made with regard to the Always method in that storage used to track historic data could be released 
in blocks corresponding to safe points. This is because it was observed that a partial set of historic data for a given 
safe point is not usable for any recovery purposes. 

[0059] Details of the ATF method are presented in two steps. The first step builds upon a New Temp method, and 
is intended to illustrate a progression from the New Temp method as well as highlight certain issues. Later, the ATF 
method using a different implementation is presented in a second step that resolves the issues in the first step's design, 
but is more a jump from the data structures of the previous methods. 

[0060] In the New Temp. method the engine maintains a relatively simple data structure of history headers corre- 
sponding to extra pages, in addition to the main area pages that were generally accessible by the OS. The ATF method 
adds two additional data structures. A circular table of the blocks of almost unused OS locations (AUOS) in chronological 
order and a map indicating what main area pages are truly unused or almost unused (TUUN). For each block in the 
AUOS table, the method by which the block is identified in the OS is stored (e.g., a file name). Also stored is a link into 
the history headers indicating when the block was created, thus linking the block into the overall time tracking mech- 
anisms of the history headers. An exemplary AUOS Table Entry is outlined in table 1 
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OS label (e.g., temp file name) 



Reference point in history header table 



Number oi disk locations 



disk location #i— | effectively released storage by the OS, 

| pending actual de-allocution and re-use by 
disk location #n 1 OS 



40 



Table 1 



[0061] As the OS transitions storage from being activity associated with a files to being almost unused, blocks are 
added to one end of the AUOS table and the TUUN map updated to indicate the new disk locations that are now in an 
almost unused state. As needed to maintain a sufficient amount of free space available to the OS, blocks are taken 
45 from the other end of the table. The associated storage is made available for re-use by the OS and the TUUN map 
updated (the disk locations that were almost unused are now truly unused). If the OS had used its rename operation 
to set aside historic data, it would now typically used its delete operation to actually make the storage available for its 
own re-use. It is the TUUN status indicating a disk location is truly unused that allows the engine to avoid its normal 
divert and swap process. 

so [0062] The TUUN map tracks the almost unused status of disk locations to allow the engine to catch OS read requests 
to such storage and return zero data instead of the actual contents. There are two reasons to do this. First, as almost 
unused storage contains historic data, there is the general issue of security. A user may not want it to be easy to access 
a prior state of his/her disk. Security could be implemented either by the engine intercepting such access, as just 
proposed, or by using OS security mechanisms (locking the file from access, setting the file's attribute bits, etc.). 

55 However, it should be noted that an overall purpose of the engine is to insure the user can access prior states of their 
disk. 

[0063] This security issue is a secondary concern. However, of primary concern is the concept of insuring access to 
a disk's prior state. The problem with allowing the user (OS) to access historic data as if it were simply part of the 
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normal disk image, is that the historic data then becomes part of the main image. Therefore, an application running on 
the OS may make use of this data and therefore more easily become dependent on it. If this happens, and the data is 
released as part of the normal aging process, it will not be possible to revert the entire disk back in time. In other words, 
if the OS can directly see historic data, the concept of going back in time is weakened. 

5 [0064] The mechanisms provided by the engine generally clearly separate historic data from the main image: you 
access a prior state through a virtual drive, not the main drive, and you access (retrieve) overwritten or deleted versions 
of files through special applications. Therefore, the separation between historic data and the current disk's main image 
is reasonably established. Note that it would be acceptable to allow a special application to directly access historic 
data by way of renamed files that are holding almost unused data. This requires coordination with the engine (or OS) 

*o to defeat its normal protection (e.g., zeroing) of the data. 

[0065] The important point is that an application is not simply accessing a "normal" file as managed and available 
to the user by the OS, but that a special application is required in order to "extract" the file (data) from the engine/OS's 
historic tracking. 

[0066] There is, however, a very important reason to have the engine generally zero the data returned when the OS 
*5 reads disk locations that have been flagged as almost unused. The reason lies in the preceding arguments why it is 
important that there is a clear distinction between the main image and historic data. As historic data is allowed to 
intermix with the main image, there can evolve subtle interdependencies, and thus when historic data is actually re- 
leased any interdependencies are broken. Keep in mind that the release of historic data is permanent and irreversible. 
The reason for tracking historic data is to by definition provide to the user a degree of reversibilily — i.e., they can for 
20 some period of lime get some of their data back. When the user becomes more involved with irreversible operations, 
part of the goal of the engine is diluted. 

[0067] The following example illustrates one important reason to return zeros (or otherwise hide) historic data from 
general access by the OS in the context of the main image: The user intentionally or unintentionally clicks OK to some 
dialog that permanently erases massive amounts of data. It is this very situation from which the engine is supposed 

25 to offer a degree of recoverability. If the historic tracking system is implemented on top of the OS, then some operation 
or bug that results in the OS losing the files that contain the historic data would be catastrophic. 
[0068] However, the ATF method has generally isolated itself from the complexities of the OS. Now consider the 
case that the user clicked OK to a program (or virus) that signaled to the engine that massive amounts of disk storage 
are almost unused. However, this communication was not made to the OS and so the affected storage is still accessible 

30 by the OS. If the OS accesses the data and the engine does not zero it, then from the user's point of view, the disk's 
contents appear to be fine. However, the user is unknowingly accessing historic data, at least from the engine's point 
of view, as part of the main image. At some future point the engine releases and reuses this historic data and suddenly, 
and irreversibly, what had been the disk's main image changes. Further, using the engine to revert back in time does 
not re-create the main image as viewed by the user and OS. 

35 [0069] If, on the other hand, historic data is generally forced to zero when read by the OS, the main image is consistent 
and fully restored when reverting back in time. Interdependencies between historic and main image data arc reasonably 
avoided. Thus, in the preceding scenario, when the user clicks OK and much of their data is flagged as almost unused 
(historic), it effectively is set to zero. Thus, the user is likely to immediately experience the actual results of his/her 
action, and be provided the ability to back out of the action by the engine. In other words, it is very important that the 

*o user through the main disk actually experience the "loss" of data in order to have an opportunity to retrieve it through 
the historic aging process provided by the engine. 

[0070] Therefore, it is recommended that the act of the OS informing the engine of almost unused storage implies 
the effective zeroing of the data by the engine should the OS later attempt to read it. It should be noted that the historic 
contents of the almost unused storage are not actually set to zero. Through special applications it is acceptable and 

45 it is the method by which historic data is accessed. 

[0071] For example, the applications reconstruct prior states of the disk and/or retrieving specific files by utilizing the 
data managed by the engine and OS. This scenario includes retrieving a specific file by simply allowing access through 
the special application to the actual non-zeroed contents of a file that is being used to preserve storage as almost 
unused. Specifically, this method of accessing a prior state of a specific file involves allowing access to the contents 

so of the file that is holding this state, as managed by the OS. This generally differs and is a shortcut from the approach 
of effectively reconstructing the entire disk as a virtual drive from which the desired file is retrieved. This shortcut 
generally should not be taken if the engine has detected that the OS has unexpectedly overwritten almost unused 
storage— i.e., the OS has corrupted its own historic tracking. However, the engine will still through the Temp method 
be able to provide access to prior disk states. 

55 [0072] Note that the OS may not want or be able to immediately inform the engine of almost unused storage. It may 
choose to collect up the storage as it is released by the application and later pass along the associated disk locations 
and other information to the engine. 

[0073] Table 2 below generally outlines the associated processes of the OS and engine. 
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Table 2 



OS Action 


Engine Action 


OS writes to truly unused locations. 


Engine directly writes data to disk. TUUN map is updated 
to indicate location is now of main area type (no longer 
truly unused). 


OS writes to almost unused or main area locations. 


Engine re-directs writes and establishes a mapping. 


OS reads almost unused or truly unused locations. 


Engine returns zeros. 






OS desires to release storage, it labels it, sets it aside 
as almost unused storage (e.g., renames it), and informs 
the engine. 


Engine records locations of almost unused storage 
(AUOS) its OS label and uodates thp <;tatii<5 nf th<* 
locations (TUUN) map. Entries are added to the top 
orthe circular AUOS table. 


OS requires some storage that is currently being used 
by the engine to track historic data to be returned to it 
for use in new allocations. It requests engine for its OS 
label of the next "block" to recapture. The block is then 
returned to the OS's free storage pool (e.g., the file 
representing or mapping out the historic data is actually 
deleted). 


Engine reads from the bottom of the circular AUOS table 
and supplies hack to the OS the next OS label to de- 
allocate. It updates its TUUN map to reflect that the 
almost unused storage is now truly unused. 


[0074J One of the elegant aspects of the ATF method is that generally no harm is done if the OS and engine get out 
of sync with regard to the tracking of almost and truly unused storage. Table 3 and table 4 below outline the various 
out of sync conditions and the results. Note that the expression of "losing" information implies only that somehow the 
information is never successfully transferred between the OS and engine. This includes the cases where the information 
is not ever transferred as well as it is, but then is lost as part of an incomplete flush of state/data to disk (crash). 

Table 3 


OS to Engine Informing of Almost Unused Storage 


The OS flags disk locations as almost unused but the 
engine loses this status. 


Eventually the OS will see that the engine is not tracking 
a block of storage it has set aside as almost unused. In 
other words, assuming the OS utilizes a sequential 
labeling scheme, out of sync conditions can easily be 
detected. In such case, the block can simply be re- 
submitted as being almost unused. Without re- 
synchronization, the effect of the engine losing track of 
a block of almost unused storage, while at the same time 
the OS has set it aside, the storage will remain set aside 
by the OS and therefore the total available storage to the 
user is reduced. The OS does re-synchronization by 
reading hack the AUOS table from the engine. Note that 
normally the OS should not he reading (or writing) to 
locations it has flagged as almost unused. It a read does 
occur in this condition the associated "historic" data is 
returned (not zeroed). 


The OS flags disk locations as almost unused, informs 
the engine, but then the OS loses the transition. Thus, 
the OS considers some locations as either part of active 
files or truly unused when the engine has classified the 
locations as almost unused. 


From the viewpoint of when the engine ages out the 
block and informs the OS that it is now truly unused 
storage, the OS will not have a record of the block. It can 
simply ignore the update. 
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Table 3 (continued) 



OS to Engine Informing of Almost Unused Storage 




If during the time when the OS and engine are out of 
sync, the OS reads the affected locations, the data is 
returned as zero. This is because informing the engine 
of almost unused storage implies a "zero the data" 
operation. Thus, this sequence is the same as the OS 
writing zeros to the data without proper synchronization 
with its own state. 

If during the time when the OS and engine are out of 
sync, the OS writes to the affected locations, the data is 
diverted and the engine re-maps the changes. Thus, the 
engine forces a transition out of almost used to main 
area. THIS IMPLIES THAT WHEN THE ENGINE IS 
PROCESSING AUOS ENTRIES and making the 
transition from almost unused to truly unused some 
special logic is required. If an entry is not currently 
flagged as almost unused in the TUUN map (as 
expected) then its state is not altered (i.e., an 
unexpected write has occurred whose change is to be 
left intact). 


Table 4 


The Engine to OS Informing of Truly Unusetf Storage 


The engine informs the OS of an OS labeled block of 
almost unused storage that should now be returned to 
the OS's general new allocation pool (free list). However, 
the OS has no record of such a block. 


The OS simply ignore the request. When the OS 
originally informed the engine of the affected disk 
locations, this was equivalent to the OS zeroing out the 
data. It is possible that after the request was made the 
computer crashed and although the engine recorded the 
transition to almost unused, the OS lost its record. In this 
case the OS may still link to the affected storage under 
an active file. If the file is read, zero data is returned. If 
the file is written, the engine will properly accept the 
changes. 


The engine will never inform the OS that an OS labeled 
block of almost unused storage that it has set aside is 
ready to be returned to the OS's allocation pool because 
somehow although the OS has set aside the storage, the 
engine has lost the transition. 


This condition is where the OS, from the viewpoint of the 
engine, has apparently decided not to modify a certain 
part of the disk, ft is up to the OS at some point to realize 
the engine does not have a certain block in its circular 
tracking system (ALIOS table) and take appropriate 
action (like re-submitting it). The OS can periodically 
check for this state and/or check for it as the engine 
informs it of other blocks making the transition from 
almost to truly unused. 



[0075] Table 5 and table 6 below outline the three states in which storage can he classified and how they transition 
50 from one state to another. 



Table 5 



Transitions 


Main 


main 


NA 




almost unused 


The OS submits a request to the engine. ALIOS tracks. 




truly unused 


This transition is not possible. 
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Table 5 (continued) 



Transitions 








almost unused 


main 


This transition is not normal, but occurs when the OS writes to data that the 
engine has classified as almost unused. STTU tracks. 




almost unused 


NA 




truly unused 


The engine initiates this transition as historic data is aged out of the circular 
tracking system. STTU tracks. 








tally unused 


main 


The OS allocates and writes to previously truly unused storage. 




almost unused 


This transition is only possible in the event the OS and engine arc out of sync. 
In this case, the affected storage should be considered as part of the active 
main image (though its contents will have been effectively zero). Thus the 
transition should be handled above under main to almost unused scenario. 
AUOS tracks. 




truly unused 


NA 



Table 6 



OS Read/Write Access 


main 


if read, direct or mapped data returned 


if write, data diverted and mapping established 


almost unused 


if read, zero data retgrned 


if write, data diverted and mapping established 


truly unused 


if read, zero data returned 


if write, data directly written (no diversion) 



[0076] The TUUN map can be implemented as part of the main area map. In other words, as the OS accesses the 
disk, the specified locations are not only run through the main area map to see if there is a pending re-direction, but 
also to see if almost or truly unused storage is being accessed. However, since the main area map can be lost and 
then require reconstruction, reconstruction of the TUUN map would also be required. Since this ATF design will be re- 
addressed shortly (in the second step), the issue of reconstructing the TUUN map is ignored for the moment. However, 
note that a recent loss of information resulting in the incorrect classification of locations as NOT truly unused when in 
fact they are, is generally harmless, resulting in a write being diverted when such was not required. 
[0077J What is generally not allowed to happen is for the user (OS) to be able to write to a truly unused location LL 
some data DD, which normally causes this location to transition out of being truly unused, but due to some type of 
failure, the transition is lost. An undesirable situation may occur it the contents of LL is allowed to change to DD, and 
the OS is allowed to read this new value, but at the same time the engine still has the location flagged as being truly 
unused. The problem is that the user may come to rely on the presence of this new data DD (it is an important file) but 
later if the OS again writes to location LL, the engine will allow the write directly through—thus the data DD is overwritten 
and permanently lost One solution, as already argued, is to force zero data to be returned for all locations flagged as 
truly unused by the engine. Thus, in this case, when the truly unused status is lost, the data DD is also lost, and thus 
the user will not be mislead into believing the data is present and secure (tracked if overwritten). 
[0078] It is not expected that the engine will randomly lose truly unused to main area status, but that the tail end of 
a series of writes may be discarded in the event of a crash. In other words, some truly unused locations are overwritten 
with new data, but before the TUUN map is updated on disk, the computer crashes and the engine restores itself to a 
stable but pre-TUUN map update state. Therefore, although the new data made it to the disk, the engine did not have 
time to record the transition and so the computer is restored to as if the new data had not make it to the disk. 
[0079] The TUUN reap is preferably implemented as a bit map because the almost and truly unused status bits will 
be in flux (changing) over a wide range of disk locations. Initially when a computer arrives from a factory, much of the 
disk is truly unused. However, as data is loaded and updated, large numbers of these bits over a generally wide range 
of locations will change. Therefore the map is likely not sparse. Regarding the safe transition from one state to another, 
and the fault tolerance of the TUUN map, it is recommended that some form of circular table be added. As truly unused 
locations are overwritten and become main area locations, the TUUN map is updated and a corresponding entry is 
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added to this new circular table. Additions to the new circular table are flushed to disk relatively quickly after any 
updates, along with the AUOS table. On the other hand, the TUUN map is only flushed on system shutdown as it is 
assumed it can be reconstructed in the event of a crash. This avoids the frequent flushing of what generally will be 
many updated and cached TUUN map pages. 

[0080] As mentioned previously, modern disk drives, in an attempt to improve their performance, currently include 
write caches. These write caches buffer up writes and commit the data to the disk media in a different order than written. 
This process speeds up the overall write process by allowing, for example, the disk controller to actually write data in 
an order that reduces the movement of the disk head. However, the internal backup data, such as the TUUN map and 
historic headers data, may be updated on disk before data that is assumed already present on disk (it is still waiting 
to be written). In the event of a power failure, the safe transitioning from one stable state to another is rendered useless. 
[0081] Assuming the engine does not have the ability to control flushing of the write cache, the cache poses a difficult 
problem in the event of a crash. For example, a power failure likely will cause part of the write cache never to be written 
to disk. The problem for the engine is that some of its data may have been written to disk, and other parts not; hut due 
to the write cache, the order in which data was written by the engine may not correlate to that which made it to the 
disk. Thus, if the engine writes to disk locations one, two, and three, and then crashes, it is possible locations one and 
three have been updated but not two. 

[0082] < Since there are few data structures that are fully useful when parts are missing, the present invention uses 
time aging as a means of insuring the integrity of data written to disk. It is generally assumed that a write cache algorithm 
will not hold off committing its data to disk for an unlimited amount of time. It is assumed this is true even in situations 
of constant read and write activity. If this was not the case, then it is conceivable that a file written in the morning would 
not make it to the disk media even hours later, because the data is stuck in the write cache awaiting an "optimal" time 
to be written. The present invention builds upon the assumption that upon writing a page to the disk controller, after 
some minimum amount of time has passed (wait time), it really will be written to the disk media (and so have been 
saved to non-volatile storage in the event of a crash). 

[0083] Thus, the present invention uses time aging of data, where if and only if the data has been written to the disk 
controller at least wait time seconds in the past, the data is trusted in the context of a recovery (system restart). Some 
form of timestamp or time marker can be included with a block of data that is written to the disk controller, where a 
block is made up of multiple disk pages. The block is assumed to have been actually been transferred in its entirety 
to the disk media if a subsequent timestamp or time marker is found that was written at least wait time seconds later. 
A timestamp is a value that directly corresponds to a reading of a clock. By comparing two timestamps, it is possible 
to determine the length of the represented time interval. On the other hand, a time marker simply indicates that wait 
time seconds have passed since the prior time marker. 

[0084] Watching the amount of data that has been transferred to the disk controller can be used to approximate a 
wait time. Since the transfer rate to the disk controller is known, multiplying this by the wait time yields the amount of 
data that should be transferred after the write of a given page in order to insure this page has really been written to 
disk media. This assumes continuous transfers are done. 

[0085] The assumption that after an appropriate wait time data previously written will actually make it to the disk may 
not hold for certain disk controllers. In such a case an alternate method is used. Here, the engine insures that there 
has been a sufficient amount of "free time" since a given write for the disk controller to flush its write cache to disk. 
The engine can monitor the average number of transfers to the disk controller. This is compared to the known or 
estimated maximum transfer rate (reflecting the rate at which data can actually be read or written to the disk media) 
to determine if it is reasonable to expect the write cache to have been flushed. If a flush is required, and an insufficient 
amount of free time has passed, the engine can simply insert a delay (or a series of short delays to avoid a sudden 
pause in disk activity). The worst case transfer rate of the drive can be inferred from a timing calibration program that 
reads and writes very large blocks of data (much more than any reasonable cache size). Note that calculations would 
have to take into account the number of transfers, their relative proximity, and their size, as each independently con- 
tributes to the overall transfer rate. In other words, there is a time overhead to physically moving a disk head associated 
with the start of each transfer and a certain amount of time spent actually transferring the data to the disk's media. 
[0086] An analogy to the free time method of flushing a disk controller's cache is to imagine the cache as a bucket 
in which cups of water are added. The bucket has a hole in its bottom that allows it drain at a fixed rate. The water 
flowing out of the hole is equivalent to the disk controller writing data to the disk media. The process of adding cups 
of water is equivalent to writing data to the disk controller. If the bucket is full, then you have wait. Reading data from 
the disk controller is equivalent to momentarily plugging the hole— nothing drains, nothing is added, but time simply 
passes (it is assumed that a read cache is independent of a write cache). Now, the situation of flushing a write cache 
is much like needing from time to time insure that a given cup of water that has been added to the bucket has drained, 
but you cannot actually look inside the bucket or detect it water is still draining. Further, when you add a cup of water 
to the bucket it gets mixed in with those cups previously as well as those that are subsequently added. 
[0087] The only way to really know that the cup of water in question has really drained is to insure that at some point 
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after adding the cup r the bucket has completely drained for a moment. Determining when, or how to create this event 
is the challenge, since you cannot see inside the bucket or know if it is still draining. In other words, there is no current 
standard interface to ask a disk controller if its cache has been flushed. One solution is to determine the worst case 
rate at which water drains from the bucket. This is done by a test in which you add cups of water as fast as possible 
until you are forced to wait, since the bucket has become full. After this point, you continue to add cups as the bucket 
empties (and will accept another cup) and you measure the rate. This process has effectively defeated the "buffering" 
effect of the bucket and you are now measuring the actual drain rate (or rate at which the disk controller can empty its 
cache). 

[0088] With the knowledge of the rate at which the bucket drains, you can monitor the rate at which you add cups 
of water. When you add a cup that you wish to insure has been drained, you need to slow the rate of future additions 
such that the bucket is draining faster than you are adding new cups. At some point that can be calculated, the bucket 
will completely drain, notwithstanding the fact that you are continuing to add cups, be it slowly. Of course, if you need 
to relatively immediately insure the bucket has drained before adding even one more cup, you can simply wait the 
calculated time it takes to drain the bucket. In fact, by continuously monitoring the rate of additions to the bucket, one 
can even have some sense of how full the bucket was at the time of adding the cup that need to be drained. This allows 
you to reduce the delay. Of course, in this environment of approximation, plenty of fudge must be added (e.g., if you 
think it takes one second to completely drain, then you wait two seconds to cover for any slight error in calculations). 
[0089] This water bucket analogy represents the free time method of flushing a write cache. Note that the rate at 
which the bucket empties is equivalent to how fast the write cache is flushed, which is a function of the seek time and 
transfer rates. Therefore the disk proximity of the data in the write cache— the locations of where it should all be written 
on disk— greatly impacts the time it takes to flush the cache. In other words, to write a lot of data to one region on the 
disk media takes far less time then writing small bits of data across the entire media. However, it is the latter case that 
can be timed and used as a worst case flush rate, acknowledging that the actual rate in general will be much better. 
Since one cannot guess what data is written first from the cache by a disk controller, it is not possible to monitor the 
page locations written to the disk controller and estimate the seek time to transfer time ratio, and thereby dynamically 
generate an estimated current flush rate. 

[0090] Returning to the issue of the disk controller, the next question is when, generally, would a delay be inserted 
to insure the write cache is flushed. There is the process of diverting writes. In general, the user can only select points 
in time to access at which there was a hill in disk activity (safe point). This avoids accessing data from the past that 
was in the process of being modified. Thus as long as the lull is sufficiently long, the flushing of the write cache is 
inherent in the identification of safe points. When restarting a computer after a crash, the user has the option of reverting 
to a prior time, which will be a safe point, or simply using the disk in the state just prior to the crash. In the later case, 
the engine is recovering its data structures to a point in time where there may not have been a lull in disk activity. In 
other words, the crash occurred in the middle of a long sequence of disk activity. If the wait time based flushing method 
is used, all data written up to wait time seconds belore the crash will be present. However, if the disk controller cannot 
be trusted to actually write data to the disk media after wait time seconds, then the engine has no recourse but to 
discard all data written prior to the last recorded flush time marker in disk activity. In other words, as the engine deter- 
mines that a sufficient amount of free time has passed to insure a block of data will have actually been transferred to 
the disk media, the engine writes out an appropriate time marker. Once this marker has made it to the disk media, the 
block's validity is established. On recovering from a crash, data that was written to the media but for which no subse- 
quent time marker was found is discarded as parts of the data may be missing. In practice, a user is generally not 
interested in data that was in the process of or had just been written out at the time of a crash, and so discarding of 
this data is not a problem. 

[0091] Another type of engine activity that requires flushing is when the contents of the disk are being rearranged 
(swapped) This process involves distinct transfer steps that are assumed, at specific points in time, to be flushed to 
the disk in order to make the process crash proof (the process can resume in the event of a crash without loss of data). 
It is possible there is a lot of data to move and thus many points at which flushing must be done. Thus, it is during this 
activity that delays might be required at specific points to insure that writes have actually made it to the disk. 
[0092] A simple example of a reasonably efficient swap process would involve the use of a fifty-megabyte swap 
region. At one megabyte per second average transfer rate, it would take fifty seconds to write all this data. If the disk 
controller had a one-megabyte write cache then it would take one second of free time for the cache to be flushed to 
disk. Therefore, at some point after writing the fifty-megabyte swap region, a (cumulative) one-second delay in disk 
transfers to the disk controller is inserted in order to insure the one megabyte cache is flushed (at one megabyte per 
second). The ratio of fifty seconds of swap region writing to one second of delay is reasonable (a two percent perform- 
ance hit). 

[0093] Note that an important aspect to making this ratio reasonable is that the amount of data written between points 
at which it must be known flushed to the disk can be large (in the last example, fifty-megabytes was used). On the 
other hand, if only one megabyte was to be written before a flush was required, then the ratio between time spent 
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transferring data and inserted delays becomes much less desirable (one second of writes followed by a one second 
delay, or a 50% performance hit). The need to have large areas that are written between (effective) flushes dictates 
an engine design where a given disk location should not require modification, followed by flushing, followed by modi- 
fication at a rate faster than writing the large areas between flushes, as just described. 
5 [0094] Swapping is generally done in the background and is interruptible by user requested disk activity. If in the 
process of swapping, a free time based flush is required, and the user starts a burst of disk activity, the required delay 
is simply inserted alter the user's activity completes. 

[0095] Other points in time at which the write cache must be flushed are when the history buffer is being rapidly 
overwritten and the diversion process is suspended and when the system is shutting down. Neither of these events 
10 occur with any frequency and thus adding some amount of delay is of no consequence. 

[0096] One method of indicating on disk when a block of data is valid is to write out a concluding flag, such as a 
timestamp or time marker, after a sufficient wait time or amount of disk activity free time has passed. 
[0097] Figure 1 illustrates an exemplary initial system state. The first column tided "main area pages" shows the 
contents of the main area. Locations #1 through #5 contain data. Locations #6 through #9 are not allocated by the OS. 
The engine returns zeroed data if the OS reads these non-allocated locations. The next column titled "map/TUUN" 
shows the combined state of the main map, through which OS specified disk locations are translated into actual physical 
locations, and the TUUN map. An empty box indicates no mapping is required. The status "truly" indicates the asso- 
ciated OS location is truly unused. The third column titled "extra pages/hist hdrs" shows the contents of the extra page 
area and associated history headers. The arrow at the top of the column indicates the next write position. The last 
column titled "AUOS" represents entries submitted by the OS for the engine to track almost unused OS storage. Initially 
the history headers and the AUOS table are not tracking any information. 
[0098] In Figure 2 the OS writes to location #1 thus overwriting what was the value "DI1" with "DI2". The engine 
diverts the write to an extra page and makes a note in the history header. Eventually, given some free time, the diverted 
new data and the original historic data are exchanged (swapped). An entry has been added to the main map that 
25 diverts OS read requests from location #1 to the indicated extra page. 

[0099] In Figure 3 the OS releases the location #2 which contains "FA1". This might have been caused, for example, 
by the user replacing the contents of a file whose original contents are at location #2. Instead of returning location #2- 
to the OS's general allocation pool the OS sets the storage aside and informs the engine. The engine updates the 
TUUN map and adds an entry to the AUOS table. When the new contents of the file is then written, the new data 
30 "FA1 B" goes to the next available OS location: location #6. As the engine and the OS are in agreement that this location 
is truly unused, the data is written directly into place (instead of being diverted to an extra page). In contrast to the 
write that occurred in Figure 2, the write in Figure 3 requires no pending swap. 

[0100] Figure 4 shows the results of four actions. First, location #3 is overwritten by the OS with new data "FB1 B." 
Second, locations #4 and #5 containing data "FC1" and "FC2" transition into the almost unused state by the OS. Third, 

35 location #1 is overwritten by the OS with new data "D13." For the first and third actions, when locations #3 and #1 are 
overwritten, the engine diverts each of the writes. When locations #4 and #5 transition to the almost unused state, the 
engine updates the TUUN map and AUOS table. The releasing of these two locations might have been caused, for 
example, by the user deleting a file. The OS then writes new data "FD1" and "FD2" to locations #7 and #8, in a fourth 
action. This overwrite could have been caused by the user creating a new file and writing "FD1" and "FD2" to it. The 

40 OS selects the next two truly unused locations to receive the new data (#7 and #8). The TUUN map is updated showing 
locations #7 and #8 are no longer considered truly unused, and the empty boxes represent a no mapping required 
status. 

[0101] The next step in the example assumes the OS realizes it is low in allocable storage (truly unused). The OS 
requests the engine to signal back to it the locations (or OS label) of storage the OS had previously set aside as almost 

45 unused. In Figure 4, the oldest historic data in the system is the first diversion that occurred in Figure 2. However, the 
storage used to hold the historic data (assuming the pending swap was performed) is in the extra page area which is 
outside the accessible OS area. The next oldest historic data is the AUOS note made in Figure 3. This storage can be 
returned and used by the OS. However, there is generally no reason to have a gap in the historic log because the data 
beyond the gap (going back in time) is generally not usable as it may have been dependent on the data that had been 

50 in the gap. 

[0102] Therefore, two choices are available. First, the engine can discard, or "trim," historic data in the extra page 
area until the engine obtains AUOS storage that can be returned to the OS. Second, the engine can "divert" by pre- 
maturely return AUOS storage but handle the OS's re-use of such storage as overwriting data that must be preserved. 
[0103] Figure 5 illustrates the first choice: trimming. The historic tracking of data "DM " is discarded (trimmed) , which 
involves the forced swapping of "OI2" out of the extra page area into the main area at location #1, and location #2 
transitions into the truly unused state as an entry is removed from the AUOS table. When the OS allocates location #2 
and writes data to it, the data can be written directly as it is overwriting old historic data that has been discarded by 
the engine (and OS). 
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[0104] Figure 6 illustrates the second choice: diverting. Here, an entry is removed from the AUOS table and the OS 
informed accordingly. However, for the affected locations the TUUN map is updated to an "early" status. This means 
that the location contains historic data required by the engine in order to re-construct the prior state of the disk, and 
so if the OS attempts to overwrite the location, the change is diverted in order to preserve the historic data. The need 
to flag the location as "early" means that should the OS attempt to read the location, zeroed data is returned. This 
prevents the OS from accessing historic data. Note that this "early" status has been introduced here as part of the 
solution involving prematurely releasing almost unused storage. 

[0105] The reason the above mentioned methods of "trim" and "divert" are utilized is because history is a chrono- 
logical series of events. Inherent in this is the fact that two "books" recording different parts of the historic log can 
represent a complete history, so long as when the books are combined a complete history is known. However, as the 
current example has shown, a complete history can only go as far back as all information from all required sources is 
available. In the case of the ATF method, part of the historic log is tracked by the extra page/history header system 
and another part of the historic log is tracked by the OS and the AUOS system. These two systems age data at different 
rates reflective of the relative frequency at which the OS is overwriting and/or releasing and allocating data. Generally, 
the relative rates are not guaranteed because they are dynamic and dependent on arbitrary usage patterns. For ex- 
ample, if there is mostly overwriting occurring by the OS, the extra page/history header system will track most of the 
historic data with the storage that might be used, which is under the OS control, is never being utilized. 
[0106] In order to achieve full utilization of available (truly unused) disk space, preferably one "log" is used. The 
Temp and Always methods had the engine relatively completely controlling the management of disk space available 
for historic tracking. On the other hand, the File method assumed integration of the historic tracking process into the 
OS. Thus, the OS effectively maintained the one historic log. 

[0107] In one embodiment, the ATF method is altered such that most of its storage is dynamically taken from and 
returned to the OS. The situation leading into Figure 5 would then involve the engine releasing hack to the OS the 
portion of storage in the "extra page area" holding "DI1" (assuming a swap is performed). 

[0108] In a preferred embodiment, the ATF method utilizes two historic logs that are combined to form the required 
complete log. The ATF method therefore maintains reasonable independence from the OS by having its own extra 
page area as well as utilizes of a portion of the available "free" space under the OS's control. Tfee ATFmethod gains 
simplicity (and relative independence from the OS) by having a block of dedicated storage under its own control (history 
buffer). The ATF method gains performance by coordinating with the OS in the allocation and de-allocation of storage, 
and maintenance of historic data. 

[01 09] In actual practice, it is likely that most of the historic tracking will go through the coordinated engine/OS handoff 
process (versus the history buffer). However, the history buffer should be sufficiently large to provide recoverability 
when something has gone wrong and most of the changes were overwrites requiring diversion. Considering that disk 
space is relatively inexpensive, it is recommended that the ATF method is implemented where half of the storage 
assigned for historic tracking is allocated in a history buffer and the other half dynamically taken and returned to the 
OS's allocable space. If it turns out to be true that most of the historic tracking is done through the engine/OS handoff 
process, then the use of the history buffer will be relatively limited and therefore its reach into the past will be. much 
greater. 

[0110] Returning to the trim or divert choice, the decision is preferably made by considering just how tar back is 
reasonable to maintain. If the historic data in the history buffer is very old, as it is predicted to be, then it generally can 
be discarded. However, if it is reasonably recent and there is plenty of space in the history buffer, then it is best to 
prematurely return storage to the OS and handle its re-use by the OS by diverting the writes. This will add swap time, 
but it preserves recoverability. If it turns out that the user reasonably lightly uses their PC (relative to the amount of 
storage allocated for historic tracking) then in any event there will be more historic data— reach back in time— than 
generally required. 

[0111] Referring back to Figure 6, the divert decision was made. In Figure 7 the OS overwrites location #2 with new 
data "FE1". The overwrite is diverted as location #2 contains historic data. Locations #7 and #8 are also overwritten 
by the OS with new data "FD1B" and "FD2B". And finally, the OS writes new data "FF1" to truly unused storage at 
location #9 and so the engine writes the data directly into place. In Figure 8 the engine has had time to swap all the 
diverted data so that now the history buffer contains only historic data and the "live" data has been moved into place. 
Thus, mapping is no longer required. 

[0112] Figure 9 illustrates where data is moved, at least conceptually, to show the results of reverting back to the 
beginning of the current example (Figure 1 ). Note that if a given location was overwritten more than once by the OS, 
then it is the oldest historic data that is restored. The effect of "restoring" the AUOS entry is to remove the almost 
unused status, which means the affected locations should no longer be forced to zero. If the revert did not span through 
the AUOS entry then the affected locations would be set to zero in the reverted image. 

[0113] Figure 10 shows the initial state from Figure 1, and Figure 11 shows the result of moving all the data into 
place. Note that residue has been left in what was originally truly unused locations. This residue has occurred because 
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the historic log does not contain entries representing the transition of almost unused to truly unused storage. Thus far 
various conceptual points have been discussed. Now, second step of the ATF design will be described wherein the 
residue is addressed. 

THE ATF SECOND STEP DESIGN 

[0114] The second ATF design combines the history headers with the AUOS table and adds logging of the truly 
unused transitions. In order to accomplish this merger, a new historic header and associated circular table is created. 
These new historic headers are not directly associated with extra pages, as were the history header entries. Therefore 
when a divert type entry is added, an allocated extra page is preferably allocated and a linkage established. If none is 
available, entries can be removed from the other end of the new historic header table until an extra page is released. 
Note that this process may also result in the releasing of AUOS storage. 

[0115] Table 7 below summarizes the three forms of a new historic header and the associated attributes: 



Table 7 



Diverted Write 


Location of new data 


Location of old data 


Original TUUN status 


AUOS entry 


Add/take/early 


Fields from prior definition 




Truly unused 
overwrite 


Location 







[0116] Figure 12 illustrates the initial state of the example from the first ATF design, as set up for the second ATF 
design using a combined table for history headers and ADOS data. The first column titled "main area pages" shows 
the contents of the main area. Locations #1 through #5 include data. Locations #6 through #9 are not allocated by the 
OS. The engine will return zeroed data if the OS reads these non-allocated locations. The next column titled "map/ 
TUUN" shows the combined state of the main map, through which OS specified disk locations are translated into actual 
physical locations, and the TUUN map. An empty box indicates no mapping is required. The status "truly" indicates 
the associated OS location is truly unused. The third column titled "new historic headers" illustrates the contents of the 
history headers associated with the extra pages area, which is shown in the last column titled "extra pages." The new 
historic header table is now independent from the extra page area, and further includes the AUOS data which is sub- 
mitted by the OS for the engine to track almost unused OS storage. As shown in Figure 12, initially the new history 
headers are not tracking any information. 

[0117] In Figure 13 the OS writes to location #1 thus overwriting what was the value "DM" with "DI2". The engine 
diverts the write to an extra page and makes a note in the new history headers. Then, when free time occurs, the 
diverted new data and the original historic data are exchanged (swapped). After the swap occurs, the new history 
headers table includes an entry indicating that a divert occurred where the new data "012" is now located in location 
#1 . The entry also indicates the location in the extra pages area that includes the old data "DM." 
[0118] In Figure 1 4 the OS releases the location #2 which contains "FA1 ". This might have been caused; for example, 
by the user replacing the contents of a file whose original contents are at location #2. Instead of returning location #2 
to the OS's general allocation pool the OS sets the storage aside and informs the engine. The engine updates the 
TUUN map and adds an entry to the new history headers indicating that location #2 now includes historic data. 
[0119] As shown in Figure 15, when the new contents of the file is then written, the new data "FA1 B" is placed at the 
next available OS location, which is location #6. As the engine and the OS are in agreement that this location is truly 
unused, the data is written directly into place (instead of being diverted to an extra page). In contrast to the write that 
occurred in Figure 2, the write in Figure 3 requires no swapping. An entry is made to the new history headers table 
indicating a direct write has occurred to location #6, without any saving of historic data. 

[0120] Figure 1 6 illustrates the results of two actions. First, location #1 is overwritten by the OS with new data "DI3." 
Second, location #3 is overwritten by the OS with new data "FB1B." When location #1 is overwritten, the engine first 
diverts the new data "DI3" to the next available extra page, which in this case is the second location of the extra pages 
area, then, when additional time is available, swaps the new data "DI3 n with the prior historic data "DI2." Similarly, 
when location #3 is overwritten, the engine initially diverts the new data "FB1B" to the next available extra page which 
in this case is the third location of the extra pages area, then, when additional time is available, swaps the new data 
"FB1B" with the prior historic data "FB1." Figure 16 illustrates the resulting configuration after the data swaps have 
occurred. 

[0121] Figure 17 illustrates locations #4 and #5, which include data "FC1" and "FC2," transitioning into the almost 
unused state by the OS, for example, by the user deleting a file. When locations #4 and #5 transition to the almost 
unused state, the engine updates the TUUN map and new history headers table. 
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[0122] Figure 18 illustrates the OS writing new data "FDt" and "FD2" to locations #7 and #8. This overwrite could 
have been caused by the user creating a new file and writing "FD1" and "FD2" to it. The OS selects the next two truly 
unused locations to receive the new data (#7 and #8). The TUUN map is updated showing locations #7 and #8 are no 
longer considered truly unused, and the empty boxes represent a no mapping required status. In addition, an entry is 
made to the new history headers table indicating a direct write has occurred to location #7 and #8, without any saving 
of historic data. 

[0123] Figure 1 9 illustrates location #2 being requested back by the OS. The associated location in the TUUN map 
is updated to ah "early" status, which indicates that the location contains historic data required by the engine in order 
to re-construct the prior state of the disk. In this manner, if the OS attempts to overwrite location #2, the change will 
be diverted in order to preserve the historic data "FA1." As mentioned previously, when a location is flagged as "early" 
and the OS attempts to read the location, zeroed data is returned. This prevents the OS from accessing historic data. 
[0124] Figure 20 illustrates the OS overwriting location #2 with new data "FE1 ." The overwrite is initially diverted to 
the extra pages area since location #2 contains historic data "FA1 Then, when time is available, the engine swaps 
the new data "FE1" with the historic data "FA1 ." Figure 20 illustrates the resulting configuration after the swap has 
occurred. Like the above described diverted writes, the new historic headers table is updated to indicate that a divert 
has occurred, with the new data located at location #2, and a link to the extra page containing the related historic data. 
[0125] In Figure 21 locations #7 and #8 are overwritten by the OS with new data "FD1B" and "FD2B". The engine 
diverts the writes to extra page areas and makes a note in the new history headers. Then, when free time occurs, the 
diverted new data and the original historic data are exchanged (swapped). 

[01 26] In Figure 22 the OS writes new data "FF1 " to truly unused storage at location #9 and so the engine writes the 
data directly into place. Figure 22 shows the final state after all the steps in the prior example are applied here (and 
swapping performed). 

[0127] Figures 23 through 33 show the progressive "popping" or undoing of new historic headers, thus reverting the 
current image back in time to its initial state. Specifically, Figure 23 is an illustration showing the results of reverting 
back to the last operation, described in association with Figure 22. The engine examines the latest entry in the new 
history headers table, which is "Truly #9 write." Accordingly, the engine marks the TUUN map at the location related 
to location #9 as truly unused. Further, OS accesses tQ location #9 will now return zeroed information. 1t should be 
noted that the actual contents of location #9 does not need to be erased as long as the engine returns zeroed data 
when location #9 is accessed by the OS. 

[0128] In Figure 24 the engine examines the next latest entry in the new historic headers table, which is "divert, 
new#7/8, old." This entry indicates that a divert was performed, with the new data stored at locations #7 and #8. In 
addition, the entry includes a link to the old data, which is located in the extra pages area. Accordingly, the old data 
"FD1" and "FD2" is written to locations #7 and #8. 

[0129] In Figure 25 the engine examines the next latest entry in the new historic headers table, which is "divert, 
new#2, old." In a manner similar to that described with reference to Figure 24, the engine writes the old data "FA1" to 
location #2. 

[0130] Figure 26 illustrates the results of the engine reverting back to the next entry in the new historic headers table, 
which is "AUOS (early) #2," indicating the OS had requested location #2 back. Hence, location #2 is reverted back to 
its state before the OS request by altering the TUUN map to replace the related "early" entry with an "almst" entry. 
[0131] The engine next examines the next entry in the new history headers table, which is "Truly #7, #8 write," in 
Figure 27. Accordingly, the engine marks the TUUN map at the locations related to locations #7 and #8 as truly unused. 
Further, OS accesses to locations #7 and #8 will now return zeroed information. 

[0132] In Figure 28, the next new historic headers table entry is examined. The entry "AUOS (add) #4, #5" indicates 
that the OS released locations #4 and #5. Accordingly, the engine reverts to the state prior to the OS release of locations 
#4 and #5 by altering the TUUN map to remove the "almst" entries related to these locations. 
[0133] In Figure 29 the engine examines the next latest entry in the new historic headers table, which is "divert, 
new#3, old." This entry indicates that a divert was performed, with the new data stored at location #3. In addition, the 
entry includes a link to the old data, which is located in the extra pages area. Accordingly, the old data "FB1" is written 
to location #3. 

[0134] in Figure 30 the engine examines the next latest entry in the new historic headers table, which is "divert, 
new#1 , old." In a manner similar to that described with reference to Figure 29, the engine writes the old data "DI2" to 
location #1. 

[01 35] Figure 31 is an illustration showing the results of reverting back to the next last operation. The engine examines 
the next entry in the new history headers table, which is "Truly #6 write." Accordingly, the engine marks the TUUN map 
at the location related to location #6 as truly unused. Further, OS accesses to location #6 will now return zeroed infor- 
mation. 

[01 36] In Figure 32, the next new historic headers table entry is examined. The entry "AUOS (add) #2" indicates that 
the OS released location #2. Accordingly, the engine reverts to the state prior to the OS release of location #2 by 
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altering the TUUN map to remove the "almst" entry related to location #2. 

[0137] In Figure 33 the engine examines the next latest entry in the new historic headers table, which is "divert, 
new#1 , old." In a manner similar to that described with reference to Figure 30, the engine writes the old data "DM" to 
location #1. Unlike Figure 11, the final result in Figure 33 matches the initial state. Thus, this design captures the 

s necessary information to support re-creating the OS visible disk at various times in the past. 

[0138] In one embodiment, reverting to a prior state of the disk can be done by adding the historic entries in a manner 
similar to adding new data. In this embodiment, the engine obtains the historic data in the manner described above. 
However, the data is written back to the disk using the engine, as if the data were new data. In this manner, the historic 
data write could be diverted again to the extra pages area, and then later swapped with the previously "current" data 

10 at an appropriate safe point In this manner, the "current 0 state of the disk becomes a "historic state" after the disk is 
reverted to the above-described prior state. 

[0139] Thus, in the event of a crash the current TUUN map can be reconstructed from the new historic header table 
combined with a recent snapshot of the system. The snapshot corresponds to some point in the new historic header 
table. The snapshot is then run forward using the entries at and beyond the snapshot reference point from the table 

15 in order to reconstruct its current state. 

[0140] The ATF method has some degree of file system knowledge and certain historic infonnation is maintained in 
such a way that the OS can quickly access the data (i.e., an old version of a file has simply been set aside in a renamed 
temp file). Thus, for example, the retrieval of specific files from almost unused storage can be very fast. However, 
generally either directly accessing almost unused storage or creating a virtual drive based in part on such provides 

20 sufficiently fast retrieval. 

[0141] There is an important advantage to the ATF method that is borrowed from its File method component, at least 
for certain types of operations like entirely replacing a file's contents. Because the OS does the initial data preservation 
by setting aside the storage, if the user quickly overwrites the same file multiple times, the OS preserves each version. 
This occurs even when overwritten versions exist only in RAM and are never actually written out to disk (because they 

25 are replaced so quickly). The general system activity lug that correlates sate points to file (and other) activity can record 
notes (e.g., OS labels) about where replaced file content (data) was set aside and use this information for retrieval. 
This assumes that the OS does nQt recycle its AUOS storage within a single safe point. 

[0142] If the ATF and Always methods are implemented in software and subject to the possibility of corruption, it is 
reasonably possible to "walk off the ATF method and yield some form of usable disk image. The concept of walking 

30 off a method is to disable its algorithm with minimal disk changes. The ATF method generally keeps OS visible data 
directly in the OS assigned location and therefore suddenly disabling its algorithm yields a disk that should be close 
to some directly OS usable state. On the other hand, the permanent re-mapping of the Always method pretty much 
insures the disk is unusable (scrambled) if the method is yanked from the disk (i.e., you need to know the mapping in 
order to access the data). If either method is operating behind a firewall then the issue of walking the method off the 

35 disk does not apply. 

[0143] Both the Always and ATF methods can be used with non-standard disk de-fragmentation software. Since the 
ATF method tends to keep the disk in its native organization, it is likely easier to adapt an existing de-fragmentation 
program to simply do the re-arranging through the engine's interface. On the other hand, a user generally needs only 
one de-fragmentation utility and such can be provided under either method with about the same effort. 
40 [0144] Although the foregoing invention has been described in some detail for purposes of clarity of understanding, 
it will be apparent that certain changes and modifications may be practiced within the scope of the appended claims. 
Accordingly, the present embodiments are to be considered as illustrative and not restrictive, and the invention is not 
to be limited to the details given herein, but may be modified within the scope and equivalents of the appended claims. 

45 

Claims 

1 . A method for recovering data, comprising the operations of: 

50 creating a record of historic states of a disk, the disk including a disk location X, a disk location Y, and a disk 

location Z; 

storing new data to the disk location Y in response to a request to overwrite original data at the disk location X; 
establishing an indication in the record of historic states indicating roles of the disk location X and the disk 
location Y; 

55 intercepting a command to release data at the disk location Z; and 

establishing an indication in the record of historic states indicating the disk location Z stores historic data. 

2. A method as recited in claim 1 , wherein the record of historic states is a new historic headers table. 
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3. A method as recited in claim 1, wherein the indication in the record of historic states indicating roles of the disk 
location X and the disk location Y indicates that a divert occurred. 

4. A method as recited in claim 1 , wherein the indication in the record of historic states indicating the disk location Z 
stores historic data establishes that a status of disk location Z is "almost unused." 

5. A method as recited in claim 1 , further comprising the operations of: 

receiving a request to write new data to a disk location T, wherein the disk location T does not include historic 
data needed in reconstructing the prior state of the disk; 

storing the new data directly to the disk location T in response to the request to write to the disk location T; and 

establishing an indication in the record of historic states indicating that prior historic data for the disk location 
T is no longer available. 

6. A method as recited in claim 1 , further comprising the operations of: 

receiving a request to reclaim the disk location Z for later use by the operating system; and 

establishing an indication in the record of historic states indicating that the disk location Z is available to store 
new data. 

7. A method as recited in claim 6, wherein the indication in the record of historic states indicating that the disk location 
Z is available to store new data indicates that a status of disk location Z is "early." 

8. A methodjEis recited in claim 7, further comprising the operations of: 

storing new data to a disk location V in response to a request to overwrite original data at the disk location Z; and 

establishing an indication in the record of historic states indicating roles of the disk location Z and the disk 
location Y\ 

9. A method as recited in claim 1 , further comprising the operations of: 

transferring the original data at the disk location X to the disk location Y; and 
transferring the new data at the disk location Y to the disk location X. 

10. A computer program embodied on a computer readable medium, the computer program capable of restoring a 
prior state of a computer disk, the computer program comprising: 

a code segment capable of intercepting file management commands from an operating system; 
a map that indicates a status of disk locations; 

a history table that maps historical data to a main area, the history table further indicating disk locations that 
have been released by the operating system, wherein entries in the history can be accessed in chronological 
order; and 

a code segment that records indications of disk changes in the history table in substantially chronological order. 

1 1 . A computer program as recited in claim 1 0, wherein the map indicates a status of a deleted disk location that has 
been released by the operating system as "almost unused." 

12. A computer program as recited in claim 11, further comprising a code segment that records an indication in the 
history table that indicates the deleted disk location includes historic data. 
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13. A computer program as recited in claim 12, wherein the map indicates a status of the deleted disk location as 
"early" in response to a request from the operating system to reclaim the deleted disk location. 

14. A computer program as recited in claim 10, wherein the map indicates a status of an unused disk location that 
does not have historical data needed to reconstruct a prior state of the disk as "truly unused." 

15. A computer program as recited in claim 14, further including a code segment that records an indication in the 
history table that indicates the unused disk location has received a direct write in response to a request from the 
operating system to write to the unused disk location. 

16. A method for restoring a prior state of a computer readable media, comprising the operations of: 

(a) establishing a data structure having entries for historic changes to the computer readable media, wherein 
the data structure includes a write entry relating to an overwrite of original data at a first data location X with 
new data, and wherein a release entry in the data structure relates to a release of a data location Z by an 
operating system; 

(b) examining a most recent entry in the data structure in response to a request to reconstruct the computer 
readable media; 

(c) replacing the new data at first data location X with the original data in response to examining the write entry; 

(d) allowing the operating system to access the released data location Z in response to examining the release 
entry; 

(e) discarding the most recent entry in the data structure; and 

(0 repeating operations (b)-(f) until the prior state of the computer readable media is restored. 

17. A method as recited in claim 16, further comprising the operation of removing data from a true write disk location 
in response to examining a true write entry, the true write entry relating to a write to the true write disk location 
wherein the true write disk location does not include historic data needed to reconstruct the computer readable 
media. 

18. A method as recited in claim 16, wherein the operation of allowing the operating system to access the released 
data location Z includes removing an "almost unused" status from the data location Z. 

19. A method as recited in claim 18, wherein the "almost unused" status for the data location Z is recorded in a map 
that records a status for a plurality of data locations. 

20. A method as recited in claim 1 6, further comprising the operation of establishing an extra pages memory that stores 
historic data needed to reconstruct the computer readable media. 



22 



EP 1 091 299 A2 



train area pages 



map/TUUN 



extra piges/hisl hdn 



#1 


DU 






tn 


FA1 






#3 


FBI 






#4 


FC1 






#5 


FC2 






#6 






duly 


#7 






duly 


#8 






duly 


#9 






duly 



Figure 1 



main area pages 



map/TUUN 



extra pages/hist tubs 



#1 


DU 




(map) 


#2 


FAI 






to 


FBI 






M 


FC1 






#5 


FC2 






#6 






duly 


#7 






duly 


tra 






duly 


#9 






duly 



DU 


01 



























Figure 2 



23 



EP 1 091 299 A2 



main Area pages 



map/TUUN 



extra pages/hist hdrt 



«1 


Dll 




(map) 


HI 


FA1 




almst 


*3 


FBI 






#4 


PCI 






tts 


FC2 






#6 


FA1B 






m 






truly 


tn 






truly 


#9 






truly 



DI2 


#1 



























Figure 3 



main area pages 


map/TUUN 


m 


Dll 


! (nup) s 


m 


FAI 


ahnst 


#3 


FBI 


(map) 


MA 


FC1 


almst 


#5 


FC2 


mlmst 


#6 


FAIB 




#7 


FBI 




#8 


FD1 




#9 




truly 



extra pages/hist hdrv 



DI2 



FB1B 



DO 



*1 



#3 



01 



Figure 4 



24 



EP 1 091 299 A2 



main area pages 



marVTUUN 



extra pagea/hisl hdrs 



#1 


DI2 




(mai>) 
Kmap} ^ 


#2 






truly 


*3 


FBI 




(map) x 


#4 


FCI 




almst 


#5 


FC2 




almst 


#6 


FAIB 






#7 


FD1 






#8 


FD2 












truly 




0 area pages 


map/TUUN 


m 


DI1 




<n»P) s 


#2 


FA1 




early 


#3 


FBI 




(map) . 


w 


FCI 




almst 


#5 


PC2 




almst 


#6 


FAIB 






tn 


FD1 






m 


FD2 






#9 






duly 







FB1B 


#3 


DO 


#1 



















Figure 5 



extra pages/hut hdrs 



>< 



DI2 


#1 


FB1B 


« 


DI3 


#1 



















AUOS 



#4, #5 



AUOS 



#4, #5 



Figure 6 



25 



EP 1 091 299 A2 



main area pages 



map/TUUN 



extra pages/hist hdx* 



01 


DI1 




(map) > 


n 


FA1 




(map) ^ 


03 


FBI 




(map) 


04 


FC1 




alxnst 


05 


FC2 




almst 


06 


FA IB 






07 


FD1 




(map) 


08 


FD2 




(map) 


09 


FF1 









DI2 


01 


FB1B 


03 


DD 


01 


FE1 


02 


FD1B 


#7 


FD2B 


#* 







AUOS 



04,05 



Figure 7 



main arc* piges 


*\ 


DD 


tn 


FK1 


#3 


FB1B 


#4 


FC1 


#5 


Fa 


#6 


FA IB 


*7 


FD1B 


#8 


FDZB 


#9 


FF1 



map/TUUN 



extra pagea/hist bdn 



atost 



almst 





»#1 


FBI 


d*3 


DI2 


n#l 


FA1 


u#2 


FBI 


ssff7 


FD2 









AUOS 



04.05 



Figure 6 



26 



EP 1 091 299 A2 



main area pages map/TUUN extra pagcs/hi*t hdrt 




Figure 9 



#1 


DU 


#1 


DU 


#2 


FA I 


#2 


FAI 


#3 


FBI 


#3 


FBI 


#4 


PCI 


#4 


FCI 


#5 


FC2 


HIS 


FQ 


#6 




#6 


FA1B 


#7 




#7 


FD1 


08 




M 


FDJ 


#9 




#9 


FF1 




Figure 10 




Figure 11 



27 



EP 1 091 299 A2 



main area pages 



tnap/TUUN 



new historic Leaden 



#1 


DII 






#2 


FA I 






#3 


FBI 






#4 


FC1 






«S 


FCZ 






#6 






truly 


#7 






truly 


#8 






truly 


m 






truly 



extra pages 



Figure 12 



main area pages 



map/TUUN 



new historic headers 



extra pages 



01 


DC 






n 


FA1 






n 


FBI 






m 


FC1 






•3 


FC2 






06 






only 


#7 






tndy 


tt 






truly 


09 






truly 



divert, new#l, old ^ 


DII 





















Figure 13 



28 



EP 1 091 299 A2 



main aits pages 


Ml 


ULi 




PAX 


#3 


FBI 


#4 


FC1 


#5 


FC2 


06 




*7 




#8 




#9 





main area pages 


#1 


DC 




#2 


FA1 




« 


FBI 




#4 


FC1 




#5 


pa 




#6 


FA1B 




Wl 






*8 






#9 







map/TUUN 



oewhirttxk headers 



extra pages 



divert, new#U old 



DIt 



almst 



AUOS (add) *2 



truly 



truly 



truly 



truly 



Rguro 14 

map/TUUN now historic headers «xna P*8 OT 



only 
truly 
truly 



divert, new#l f old 


► 


DU 


AUOS (add) #2 






Truly #6 writs 





















Figure 15 



29 



EP 1 091 299 A2 



mam arc* pages 



map/TUUN 



new historic headers 



extra pages 



#1 


DO 






Wl 


FA1 




almst 


#3 


FB1B 






04 


PCI 






#5 


FO 






m 


FA1B 






m 






truly 


* 






truly 


#9 






truly 



divert, ccwtfl, old 


► 


Oil 


AU0S(add)ff2 




DQ 


TYoly #6 write . 


FBI 


— ,s 




dhrctt, oow#3, oM 



















Figure 16 



main acca pages 



map/TUUN 



extra pages 



#1 


DO 








Fa i 




almst 


#3 


FBiB 








FCi 




almst 


#5 


Fa 




almst 


#6 


FAIB 






#7 






truly 


#8 






truly 


#9 






truly 



divert, new*l % old 


— > 


DI1 


AUOS (add) Wl 




DI2 


Italy #6 write . 


FBI 


divert, acw#l, old ^ . 




divert, uew#3, old ^ 




AUOS(add) #4, #5 













Figure 17 



30 



EP 1 091 299 A2 



main area page* nup/TUUN new hirtoric ht*den 



#1 


DD 








diven. ncw#l. oid 


» 


DIl 


n 


FA1 




«lmsl 




AUOS(add)#2 




DD 


m 


FBIB 








Truly #6 write . 




FBI 


#4 


FC1 




alaut 




divert, rww#l. old ' . 






« 


FC2 




almst 




divert, oew#3, old 






#6 


FA IB 








AUOS(add)ff4,#5 






#7 


FD1 








Tmly #7, #8 write 






#8 


FD2 










#9 






truly 












Figure 18 




mi 


a Area pages 


nup/TUUN 


new hirtoric header* 


antra pages 


#i 


DO 








divert. newWI. old , 


► 


DIl 




FA1 




early 




AUOS («dd) « 




D12 


« 


FBIB 








Tmly #6 write ^ 




FBI 


#4 


FC1 




almsc 




divert, now#l, old ^ . 






#5 


FO 




alrast 




.y^ 

divert, new#3, old 






#6 


FA1B 








AUOS (add) «W, #5 






*7 


FDl 








Italy #7, #8 write 






*8 


FD1 








AUOS (early) #2 






*9 






truly 







Rgure19 



31 



EP 1 091 299 A2 



main area pages 



map/TUUN 



new historic headers 



extra pages 



#1 


DD 








#2 


FEl 








m 


FB1B 








#4 


FC1 




tlmst 




#5 


FC2 




tlmst 




P6 


FAIB 








m 


FDl 








#8 


rm 








#9 






truly 





divert, new#I.old 




Oil 








AUOS(add)W 




DI2 


TWyWwic . 




FBI 


divert, new#l, old ^ . 




FA1 


divert, «rw#3. old ^ 


/ 


FDl 


AUOS(mU)#4,#3 




FD2 


Tniywr,m write / 






AUOS(carly)#2 / 
— 7^ — 






divcit, ntrwtfl, oW 







Figure 20 



main area pages 



roifVTUUN 



«1 


DD 






tn 


FEl 






#3 


FB1B 






#4 


FC1 




almst 


#5 


FCZ 




limit 


«6 


FAIB 






#7 


FD1B 






M 


FD2B 






#9 






truly 



new historic headers 



dfvert, ncw#l t old 



AUOS(add)#2 



Truly 06 write 



divert, new#l, old 



drrot, pftw#3, old 



AUOS(add)#4,#S 



-ftvlytf7.#8wri» 



AUOS (early) *2 



divert, ncw#2, old 



divert, &ew*7/8, old 



Figure 21 



extra pages 




32 



EP 1 091 299 A2 



maw area pages 



map/TUUN 



now historic headexx 



*1 


DD 






n 


FE1 






03 


FB1B 






#4 


FC1 




•lout 


#5 


fq 




admit 


#6 


FA1B 






#7 


FD1B 






#8 


FD2B 






09 


FFI 







divert, newrfl, old 



AOOS (add) #2 



Thily #6 write 



divert, ncwtfl, old 



divert, ncw#3, old 



AUOS(add) #4, #5 



Truly *7 t #$ writ© 



AUOS (early) *2 



divert, ncvrffZ, old 



divert, new*7/8, old 



cxin pages 




Figure 22 



33 



EP 1 091 299 A2 



main area pages 



map/TUUN 



#1 


DO 






« 


FBI 






#3 


FB1B 






#4 


FC1 




aim? I 


#5 


FC2 




•lmst 


#6 


FAIB 






Wl 


FD1B 






#8 


FD2B 






09 






truly 



new historic headers 



divert, oewtfl, old 



AUOS (add) #2 



Truly rewrite 



divert. new#l, old 



divert new#3. old 



AUOS (add) #4, #5 



Truly #T7. #8 write 



AUOS (early) 02 



divert, ncw#2 t old 



divert, dcw#7/8. old 



Truly 09 write 



extra pages 




Figure 23 



main area pages 



inap/TUUN 



new historic headers 



extra pages 



ffl 


DI3 






#2 


FBI 






« 


FB1B 






«4 


FC1 




•lmst 


#5 


PC2 




•lmst 


#6 


FAIB 






#7 


FD1 






«8 


FD2 






#9 






truly 



divert. ncw#l. old 




DU 




► 




AUOS (add) #2 




DI2 


Truly W write ^ 




FBI 


divert. now#l, old ' > 




FA1 


divert, new#3, old ^ 




FD1 


AUOS («dd) #4, #5 




FD2 


Truly #7, #8 write / 






AUOS (early) Wl / j 






divert, new#2, old / 






divert, ncw#7/8. old 





Figure 24 



34 



EP 1 091 299 A2 



main area pages 



map/TUUN 



now historic headers 



extra pagea 



01 


DI3 








#2 


FA! 




early 




03 


FB1B 








04 


FC1 




alxnst 




#5 


FC2 




almst 




06 


FA1B 








#7 


FD1 








#8 


FD2 








09 






truly 





divert ocwtfLold 




DU 








AUOS (add) #2 




D12 


Truly #6 write > 




FBI 


divert, new* l.oM ^ > 




FA1 


divert, ncw03 f old ^ 


/ 





AUOS (add) #4, #5 






Truly 07, #8 write 7 






AUOS (early) 02 f 






divert, bcw#2, old 







Figure 25 



main area pages 



rnap/TUUN 



new historic headers 



extra pages 



#1 


D13 






#2 


FA1 




almst 


03 


FB1B 






04 


FC1 | 




alxnst 


05 


FC2 




almst 


06 


FA1B 






07 


FD1 






#6 


FD2 






09 






truly 



divert, new* L old 




DU 




► 




AUOS (add) #2 




D12 


Truly #6 write 




FBI 


divert, ncw#l, old ^ * 






divert, cew#3, old ^ 






AUOS (add) #4, #5 






Truly 07. #8 write 






AUOS (early) 02 











Figure 26 



35 



EP 1 091 299 A2 



main pica pages 



nup/TUUN 



*1 


DU 






#2 


FAI 




almst 


03 


FB1B 






04 


FC1 




almst 


05 


FC2 




almst 


#6 


FA1B 






in 






truly 


#8 






truly 


09 






truly 



new historic header* 



divert, ncw#l, old 



AUOS(add)02 



Truly 06 write 



divert, oewtfl, old 



divot, ncw#3 t old 



AUOS(add)04.05 



Tmly #7, #8 write 



Figure 11 



main area pages 


#1 


DO 




FAI 


« 


FBIB 


M 


PCI 


#5 


FC2 


#6 


FA1B 


nn 




m 




#9 





map/TUUN 



almst 



tmly 
cruly 
tmly 



new historic headers 



divert, new* I, old 



AUOS(add)02 



Truly #6 write 



divert, new*!, old 



"7" 



divert, new03, old 



AUOS(add)04,0S 



Figure 28 



36 



EP 1 091 299 A2 



main area pages mapTTUUN 



#1 


DD 






02 


PA1 




ahnat 


#3 


FBI 






#4 


FC1 






*5 


FC2 






#6 


FA1B 






#7 






truly 


#a 






truly 


#9 






truly 



new historic headers extra pages 



divert, newtfl, old 


► 


DI1 


AUOS(add)#2 




DI2 


Truly #6 write . 


FBI 


divert, ncw#l f old ^ * 




divert, oow#3, old 















29 



main area pages 



map/TUUN 



new historic headers 



extra pages 



#1 


DI2 






#2 


FA1 




almst 


#3 


FBI 






#4 


FC1 






*S 


FC2 






#6 


FA1B 






#7 






truly 


#8 






truly 


#9 






truly 



divert, new#l, old _ 


► 


DIl 


AUOS(add)#2 




DI2 


Truly #6 write ^ 






divert, newtfl, old 



















Figure 30 



37 



EP 1 091 299 A2 



mam am pages 



map/TUUN 



oew historic headers . 



extra pages 



frl 








02 


FA1 




almst 


03 


FBI 






04 


FC1 






05 


FC2 






06 






truly 


07 






truly 


#8 






truly 


09 






tarty 



divot oewtfL old ( 


► 


Dll 


AUOS (add) ff2 






TWyW write 





















Figure 31 - 



xnaui area pages 



mapOIJUN 



new historic headers 



extra pages 



01 


DI2 






02 


PA1 






03 


FBI 






04 


PCI 






05 


PC2 






06 






Wily 


07 






truly 


08 






truly 


09 






truly 



divert, ocw#l, oW 


► 


DI1 


AUOS (add) 02 























Figure 32 



38 



EP 1 091 299 A2 



RBI 


nam pages 


map/TUUN 


#1 


Ml 




n 


FAI 




#3 


FBI 




#4 


PCI 




#5 


FC2 




m 




truly 


#7 




truly 


#8 




truly 






truly 



ocw historic headers 
| divert, now*!, old — 



Figure 33 



39 



This Page is Inserted by IFW Indexing and Scanning 
Operations and is not part of the Official Record 



Defective images within this document are accurate representations of the original 
documents submitted by the applicant. 

Defects in the imases include but are not limited to the items checked: 

□ BLACK BORDERS 

□ IMAGE CUT OFF AT TOP, BOTTOM OR SIDES 



\A FADED TEXT OR DRAWING 

□ BLURRED OR ILLEGIBLE TEXT OR DRAWING 

□ SKEWED/SLANTED IMAGES 

□ COLOR OR BLACK AND WHITE PHOTOGRAPHS 

□ GRAY SCALE DOCUMENTS 

□ LINES OR MARKS ON ORIGINAL DOCUMENT 

□ REFERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY 

□ OTHER: , 

IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 



BEST AVAILABLE IMAGES 




